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Abstract: Since the beginning of web applications, security has been a critical
study area. There has been a lot of research done to ﬁgure out how to deﬁne
and identify security goals or issues. However, high-security web apps have been
found to be less durable in recent years; thus reducing their business continuity.
High security features of a web application are worthless unless they provide
effective services to the user and meet the standards of commercial viability.
Hence, there is a necessity to link in the gap between durability and security of
the web application. Indeed, security mechanisms must be used to enhance durability as well as the security of the web application. Although durability and
security are not related directly, some of their factors inﬂuence each other indirectly. Characteristics play an important role in reducing the void between durability and security. In this respect, the present study identiﬁes key characteristics of
security and durability that affect each other indirectly and directly, including conﬁdentiality, integrity availability, human trust and trustworthiness. The importance of all the attributes in terms of their weight is essential for their inﬂuence
on the whole security during the development procedure of web application. To
estimate the efﬁcacy of present study, authors employed the Hesitant Fuzzy Analytic Hierarchy Process (H-Fuzzy AHP). The outcomes of our investigations and
conclusions will be a useful reference for the web application developers in
achieving a more secure and durable web application.
Keywords: Software security; durability; durability of security services; web
application development process

1 Introduction
Major quality factors including maintainability, durability, and security, etc., are always considered
during web application development [1]. Nowadays, developers are facing durability related problem
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after delivering the web application to the end-users [2]. Due to high-security design, the web application is
not as durable as it should be [3]. This is a problem that experts are attempting to solve. The durability of web
application increases if the security aspects associated with are also durable [4]. Although, security refers to
the prevention of unauthorized [5], durability ensures ‘the keeping it simple’ formula of the web application.
Thus, the organization wants user-friendly security services of the web application to enhance revenue. There
are some attributes of durable-security that affect the durability of security services including Conﬁdentiality,
Integrity, and Availability (CIA) which affect [6] human trust directly, and trustworthiness indirectly [1].
Hence the developers are trying to develop a high-security design with durable-security for improving the
durability of web applications [2].
Security and durability have an inverse relation with each other because increasing durability decreases
the security of web application. However, there are still some factors of durability which affect the security
services positively including the human trust that affects security. Unfortunately, efforts have not been made
to develop durable-security design during web application development. Importance of attributes plays a key
role in developing durable-security design. Sufﬁcient research work has been done in the ﬁeld of prioritizing
durability attributes and security attributes [3]. Nevertheless no attempt has been reported in the literature for
prioritizing durable-security attributes to improve the uses of security services yet. The user’s adoption of
security technology is critical [7], and long-term security services are the user's major need [5].
The analysis of identifying and prioritizing the durable-security factors is a very critical task. Further,
evaluation of durable-security attributes is important for both the security services and the whole web
application. In this league, the assessment of trustworthiness and its associated attributes is essential to
conﬁrm the whole web application security services. Conclusions of the estimation procedure may allow
the experts to create suitable judgement as well as take suitable action. Though, to be capable to take
suitable action, experts not only need to distinguish the durable-security characteristics that pay to
security but also recognize the utmost durable characteristics among them. Hence, to address the
relationship between these factors, a ladder of durable-security characteristics is distinct in the following
segment and Hesitant Fuzzy AHP is employed for prioritization of different durable-security attributes.
The results may help the security designers for developing durable-security services development
procedure of web application. Rest of present research work is systematized as follows: Second section
deliberates the importance of durable-security; the third section evaluates durable-security attributes. The
fourth section prioritizes the identiﬁed attributes and deliberates the outcomes. The ﬁnal conclusion is
presented in section ﬁve.
2 Security-Durability
Security of web application is an notion or technique that is implemented to prevent web application
from malicious attacks [6]. According to G. McGraw, web application security is about building secure
web applications, i.e., designing web application to be secure while educating the web application
developers and architects and users about how to build secure web application [7]. Security has become a
critical component during the web application development process due to the wide applicability of web
applications. Indeed, web applications confront vulnerabilities from a variety of potential hostile
adversaries that are always evolving, ranging from web-aware apps on PCs to complicated media
communications. Assessing and maintaining the CIA during stages of web application development [6]
has proved to be one of the best ways to get a more secure web application. That is why everyone is
building a high-security design. However, such complex security design contains very less durability.
Moreover, the complexity in design impedes the usability as the customers are not capable to practice the
web applications simply and efﬁciently. In this context, the IEEE standard describes durability as the
degree of ease of use by which the user can achieve the preferred outcomes without creating numerous
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determinations [8]. Discussing to Jakob Nielsen, durability is a quality characteristic that depends on
components containing human-trust, and trustworthiness [9].
Good web application developers are also good security-durability managers. To maintain securitydurability, the main objectives of developers are to identify, address, and resolve the security issues
before they become threats to success. It makes good business sense for secure web application
development to incorporate security-durability as part of security-durability management. Developers
need to be aware of the nature of concerned security-durability during web application development
because time and cost of the development processes are greatly affected by them. Thus, identiﬁcation of
security-durability issues and their factors to solve the issue of security-durability during development can
assist the developers in taking initial steps and suitable actions against those issues. It has been observed
that the assessment of security-durability with the help of MCDM techniques can improve the software
security-durability.
Although, security and durability seem to be at odds, it has been observed that improving one - affects
the other. Techniques to include security goals or issues have already been developed [1], however a
signiﬁcant part, i.e., security-durability/durable-security still needs to be addressed. Durability in security
should be incorporated into durable-security from the start and maintained until the security services are
operational. The International Standard Organisation (ISO) deﬁnes durability as the ability to provide
speciﬁed services with ease of use to the user including human trust and trustworthiness in a speciﬁed
context of use. According to this deﬁnition, durable-security focuses on human trust, and trustworthiness.
Hence, security has three major factors of durability that indirectly affect trustworthiness. Further, the
CIA is the pillar of security. These ﬁve characteristics play a signiﬁcant character in improving the
durable-security services of web application and are discussed in details here; the hierarchy of the
durability-security is depicted in Fig. 1.

Security
Durability

Security

Confidentiality

Integrity

Durability

Availability

Humantrust

Trustworthness

Figure 1: Security-durability attributes
2.1 Conﬁdentiality
Conﬁdentiality refers to the attempts taken by an agency to keep the data conﬁdential or secret. In
practice, to avoid unauthorized disclosure, it's about restricting access to data. This usually means
ensuring that only those who are allowed/authorized can access the speciﬁc assets and that the access is
actively denied to those who are unauthorized.
2.2 Integrity
The “I” in the CIA triad stands for is data integrity. This is an important component of the CIA triad and
is intended to protect any unauthorized party from deletion or alteration of data, and guarantees that the harm
can be reversed when an approved individual makes a change that should not have been done.
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2.3 Availability
This is the CIA triad's ﬁnal portion and refers to the data's actual availability. For the information they
protect, authentication mechanisms, access channels and systems all have to function properly to ensure that
it is available whenever needed.
The computing tools that have architectures expressly designed to enhance availability are high availability
system. This can target hardware faults, updates or power failures based on the particular system to help boost
availability, or it can handle multiple network connections to route around different network failures.
2.4 Trustworthiness
The web application possesses trustworthiness if it works as projected for a particular reason, when
required, with different improvements that have been completed newly, and without unnecessary side
exploitable vulnerabilities, effects, or habits. Trustworthiness ensures that the web application will work
as planned. The trustworthiness characteristics [10] that impact the life cycle of security services depend,
conferring to its meaning, on integrity, availability, and conﬁdentiality.
2.5 Human Trust
Human trust is commonly designated as a delicate problem in which the trustworthy party has a moral
obligation towards the trusting party. In web application terms, the trust of customers in web developers is
known as human trust [10]. When using the web, the conﬁdence of consumers depends on the web's security
design and that the web will operate for the predictable duration and secure their data.
All these factors depend on each other's security characteristics depending on the durability
characteristics and vice versa. When the life of web application increases, then the security of the web
should also increase with time. If we will not improve the security of the web application with the life of
web application, then the life of the application will be worthless.
3 Evaluation of Durability-Security Attributes
Although Analytic Hierarchy Process (AHP) is measured well in investigating a judgement in a
collection, numerous investigators have found that fuzzy AHP is more valuable for providing more
accurate conclusions along with their weights [6]. AHP is an important tool and is extensively employed
and approved by experts to complete the priority investigation. In order to deal with the ambiguity and
uncertainties of human decision, we have come out with a modiﬁed version of AHP acknowledged as
Fuzzy AHP which includes fuzzy set theory with AHP procedure [7]. This work's contributions also
includes the prioritization of durable-security attributes through Fuzzy AHP with the help of the inputs of
professionals. It ﬁnds out the weight and ranks of attributes for durable-security services. In this work,
the authors have taken ﬁve factors of durability-security including conﬁdentiality, integrity, availability,
human-trust, and trustworthiness as displayed in Fig. 1.
Fig. 1 shows that human-trust and trustworthiness are the factors of durability that also affect the security
services, positively. Human-trust is the capability of the user to be able to make a speciﬁc operation [11]
Trustworthiness is took by measuring the time to ﬁnish a task or the number of efforts completed to
accomplish required goals [12]. As per the deﬁnitions of two factors of durability, it is clear that these
factors affect the web application's security as well [13]. Henceforth these characteristics should be
involved for estimating the durable-security. Durable-security may be improved through a focus on the
CIA with human trust and trustworthiness together. Moreover, the contribution of each attribute in
durable-security is calculated. Hence, this section discusses the prioritization of durable-security factors to
enhance the durability of security services [14]. The durable-security characteristics have been
acknowledged through a complete literature survey and experts’ views. As discussed earlier, the authors
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have proven that AHP is one of the paramount procedure methods in a small-scale MCDM problem, such as
the one obtainable in this segment.
The nature of web application development is accompanied by implied uncertainties, which largely rely
on the thinking process of a person during web application development about security management. A
framework for security management has been proposed by Saleh et al. The research evaluated the
security risks of software with the help of fuzzy numbers. For example, Ming-Chang Lee has used sets in
security risk management. The hierarchical breakdown structure depiction of security risk was employed
by Shedden et al. to shape a framework for qualitative security risk assessment.
The deﬁnition of fuzzy inference has also been employed by some experts to state the system of
unpredictability and analytical hierarchy to establish structure and thus various rank factors included in
the web development process. Some have used the clustered fuzzy decision-making procedure for risk
evaluation, while others have used the security assessment of the fuzzy analytic hierarchy process.
The goal of this paper is to ﬁgure out what factors are most important in terms of long-term security. A
questionnaire was created in order to create a list of the factors that were prioritised. As replies, a group of
specialists in the ﬁelds of durability and security were approached. Because it can regulate fuzzy judgemental
inputs from participants, Fuzzy AHP was chosen for evaluating the value of durable-security elements. It
may also translate qualitative inputs into quantitative ﬁndings in the form of weight and ranking, which
allows for a more accurate assessment of long-term security [15,16]. The questionnaire was also used to
create a pair-wise comparison matrix for the Hesitant Fuzzy AHP approach.
4 Methodology Followed
To solve and make the correct decisions, numerous real-world difﬁculties require MCDM explanations.
This classiﬁcation is included in the reliability characteristics’ package. AHP is acknowledged to be wellorganized in MCDM operations because it provides decision-makers with an effective solution. Normally,
the pair-wise comparison matrix is used, and the system’s precision is checked. These pair-wise
comparisons are severely affected by the judgements of clinicians because several alternatives are available.
This study introduces an efﬁcient approach consisting of hesitant fuzzy AHP to determine the decision
requirements and choice the utmost appropriate feature to resolve the problem of choosing the suitable
forecast technique for web application security-durability characteristics. Since it is hard to conclude the
membership degree of characteristics, Torra [17] introduced hesitant fuzzy sets. This problem emerges
from potential ideals; making it difﬁcult for us to choose the right one. This research work also utilizes
the reluctant fuzzy technique to take further precise studies. The steps of the hesitant fuzzy AHP, based
on the AHP procedure of Buckley [18], are given as follows:
Step 1: Pair-wise comparison matrices for characteristics, sub-characteristics and alternatives are built
and linguistics words are used to gather experts’ assessments.
Step 2: Each fuzzy pair-wise matrix's consistency is tested. Pair-wise comparison to verify the accuracy
of the fuzzy pair-wise comparison matrices, the grade means integration method [19] defuzziﬁes the value.
Assume that Ã = [ãZ ij] is a reciprocal matrix of fuzzy positive and A=[aij] is its reciprocal matrix of
defuzziﬁed positive. If the outcome of the A= [aij] comparisons is consistent [14]. A TFN Ã = (l, m, u)
can be translated into crisp number by using the equation below, according to the graded mean
integration approach.
A¼

l þ 4m þ u
6

(1)

If the pair-wise comparisons are not accurate, the pair-wise comparison must be revised by experts.
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Step 3: Conﬂict recognition and renewal of the tests. The expert's judgments are tested for their
closeness with one another. If the assessments are not closer, then the professionals are recommended to
deliberate the state and reintroduce their assessments.
Step 4: Fuzzy envelop procedure introduced by Liu and Rodriguez [20] is employed to integrate the
experts’ assessments. For conversion assessments, the third step is to use fuzzy wrappers. Assume that
L0 is the lowest distinction and Lg is the uppermost linguistic scale importance, and the measurements
are between Li and Lj such that L0 ≤ Li ≤ Lj ≤ Lg; symbol ordered constraint n weighted averaging
(OrWA) [21] as shown in Eq. (2).
OrWAðA1 ; A2 ; . . . An Þ ¼

n
X

Wj B j

(2)

j¼1

Here, W=(w 1, w 2,….w n)S is the related balancing vector that fulﬁls the law of A-(i = 1)n W = 1 and
B-j is relevant to the theory of A−1,A−2,…..A-n. The fuzzy constraints of the trapezoidal numbers c = (A, B,
C, D) after this measure, as in Eqs. (3)–(6).
iþ1
; . . . . . . AjM ; AjR g ¼ AiL
A ¼ minfAiL ; AiM ; AM

(3)

j
j
j
D ¼ maxfAiL ; AiM ; Aiþ1
M ; . . . . . . AM ; AR g ¼ AR

(4)

B¼

8
AiM ; if i þ 1 ¼ j
>
>
>

>
< OrWA 
iþj
2

j
Am ;...; Am2

; if iþj is even

9
>
>
>
>
=
(5)

w
>
>

>
>
OrWA 
iþjþ1
>
>
>
>
j
:
2 Am ;...; Am 2
; if iþj is odd ;
w

C¼

8
Aiþ1
>
M ; if i þ 1 ¼ j
>
>
>

< OrWA 
ðiþjÞ
2

j j1
Am Am ;...; Am 2

; if iþj is even

9
>
>
>
>
=

>
>

>
>
OrWA 
ðiþjþ1Þ
>
>
>
>
j j1
:
2 Am ;Am ;...; Am 2
; if iþj is odd ;
w

(6)

w

The phase continues to use μ to classify the ﬁrst and second types of weights (which is a number found in
the unit interval [0,1]) by means of Eqs. (7) and (8) separately, weights of the ﬁrst kind (W1 =
(w11 ; w12 ; . . . . . . ::w1n )):
w11 ¼ l2 ;

w12 ¼ l2 ð1  l2 Þ; . . . . . . :w1n l2 ð1  l2 Þn2

(7)

Second type weights (W2= (w21 ; w22 ; . . . . . . ::w2n )):
w21 ¼ ln1
1 ;

w22 ¼ ð1  l1 Þl1n1

(8)

Once again, with the assistance of equation μ 1 =( r − (j − 1))/(r − 1) s, and μ − 2 = (r-(j − 1))/(r − 1) where
r is the number of the highest rank in evaluations (where r is equal to 10), and I and j are correspondingly the
ranks of the lowest and highest evaluations.
Step 5: The second step is to ﬁnish the pair-wise matrix of comparison (a) as in Eqs. (9) and (10).
w21 ¼ ln1
1 ;

w22 ¼ ð1  l1 Þl1n1

(9)

Since TFNs are the fuzzy envelops obtained in the previous steps, reciprocal principles are deliberated as
follows:

CSSE, 2022, vol.41, no.2

~cji ¼



1
ciju

;

1
cijm2

;

1
cijm1

;

1
cij1
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(10)

Step 6: By using Eq. (11), defuzziﬁcation procedure of a trapezoidal fuzzy number as d ¼ (l, m1, m2, h)
is completed, which distributes a crisp number
gx ¼

l þ 2m1 þ 2m2
6

(11)

Calculate the standard Consistency Ratio (CR) by using Eqs. (12) and (13).
c n
CI ¼ max
n1
CR ¼

CI
RI

(12)
(13)

Within Eq. (12) the consistency index is the CI, λmax is the largest matrix variable, n is the number of
parameters in the present estimation, and RI is the arbitrarily considered ready-to-use index (the random
index) that differs for n values that have been altered. If the value of CR is lower than 0.1, the idea here
is to continue with calculations otherwise go to phase 2 and start over the calculation.
Step 7: To estimate the geometric mean for each row of the pair-wise matrix by using Eq. (14).
1

g~i ¼ ð~ci1  ~ci2 . . .  ~cin Þn

(14)

~ i is the fuzzy weight of each characteristic is estimated with the help of ( g~i ) values by Eq. (15).
Step 8: w
~i ¼ ~
g1  ð~
g 1  g~2 . . . g~n Þ1
w

(15)

~1  ð~
In this analysis, g
g 1  g~2 . . . . . . :~
g n Þ1 value is accepted as the maximum parameter of the
completely high importance in Tab. 2.
Step 9: In order to evaluate the signiﬁcance ranking of the alternatives, trapezoidal fuzzy numbers are
defuzziﬁed. Using Eq. (16) defuzziﬁcation of the TFN is calculated.
gx ¼

l þ 2m1 þ 2m2 þ h
6

(16)

Step 10: Normalize weights are estimated from defuzziﬁed weights using the help of Eq. (17).
~
w
P Pi
i

~j
jw

(17)

Steps 11: Alternatives are rated by defuzziﬁed values and the best score alternative is chosen.
5 Numerical Assessment and Results
The authors measured the ﬁndings from Eqs. (1)–(12) the prediction model for Level 1 and Level
2 shows in Fig. 1 is as follows:
The fuzzy envelope (US12) was called “B/W VHI and ESHI”. The Triangular Fuzzy Numbers (TFN)
associated with the deﬁned linguistic values are (3.0, 5.0, 7.0) and (5.0, 7.0, 9.0). From Eqs. (1)–(12), the
trapezoidal fuzzy numbers = (a, b, c, d) signifying the linguistic signiﬁcance are determined.
In the end, the fuzzy trapezoidal set of this envelope was found to be (3.0, 5.0, 7.0, 9.0). Out of Eqs. (13)
and (14), the measurement of the fuzzy weights of the models and the weight of the model can be assessed by
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means of Eq. (14). The Eq. (15) is estimated by the defuzziﬁed value of the respective model. Subsequently,
normalise the weights by Eq. (16). The computed results of the level 1 durability-security prediction models
are presented in Tab. 1. For checking fuzzy local weights, as shown in Tab. 1, the same method is used at
level 2 for web application durability-security prediction models. As shown in Tab. 2, local or dependent
weights of prediction models have been evaluated. Tabs. 1 and 2 with the aid of local weights or free
weights of level 2 prediction models.
Table 1: Fuzzy pair-wise comparison matrix based on collection experts’ judgment
M1
M1 1.00000, 1.00000,
1.00000, 1.00000
M2 0.05210, 0.15910,
0.21970, 1.02510
M3 0.00482, 0.01940,
0.05081, 0.28520
M4 0.06140, 0.24010,
0.42160, 1.21410
M5 0.00200, 0.00890,
0.01933, 0.13990

M2

M3

M4

M5

0.03310, 0.12901,
0.21201, 0.78101
1.00000, 1.00000,
1.00000, 1.00000
0.01094, 0.03252,
0.08040, 0.28610
0.01094, 0.03252,
0.08040, 0.28610
0.00593, 0.02930,
0.07280, 0.33780

0.01094, 0.03252,
0.08040, 0.28610
0.01791, 0.04916,
0.12520, 0.54570
1.00000, 1.00000,
1.00000, 1.00000
0.00593, 0.02930,
0.07280, 0.33780
0.01791, 0.04916,
0.12520, 0.54570

0.01791, 0.04916,
0.12520, 0.54570
0.00300, 0.01570,
0.03627, 0.21730
0.03113, 0.12190,
0.21120, 0.78111
1.00000, 1.00000,
1.00000, 1.00000
0.00593, 0.02930,
0.07280, 0.33780

0.00300, 0.01570,
0.03627, 0.21730
0.00300, 0.01570,
0.03627, 0.21730
0.00300, 0.01570,
0.03627, 0.21730
0.03130, 0.12910,
0.21210, 0.78101
1.00000, 1.00000,
1.00000, 1.00000

Table 2: Weight and priority of attributes
Models

Weights at level 2

Defuzziﬁed
weights

Normalized
weights

Final
rank

M1

0.011957, 0.071940,
0.151650, 0.721380
0.003100, 0.015710,
0.036217, 0.217130
0.017191, 0.049116,
0.125210, 0.545701
0.001482, 0.019140,
0.050181, 0.285210
0.002100, 0.008910,
0.019313, 0.139910

0.32141

0.311652

1

0.25414

0.246424

3

0.25487

0.247132

2

0.09565

0.092746

5

0.10524

0.102045

4

M2
M3
M4
M5

Defuzziﬁcation is used after the comparison matrix is built to produce a quantiﬁable value based on the
calculated TFN values. The defuzziﬁcation approach employed in this research work was developed from
Eqs. (4)–(6), also known as the alpha cut technique. The set of all items in a fuzzy set is called the alpha
cut. Any number between 0 and 1 is used as the alpha threshold value. Further, the alpha threshold value
has been set to 0.5; the membership value is larger than or equal to the alpha threshold value, which is
signiﬁed by with alpha cut technique, a fuzzy set can be described as a collection of crisp sets. Crisp sets,
(ij) simply state whether or not a given element is a member of the set. The alpha cut approach is shown
in Eqs. (4)–(6).
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The combined outcome in terms of weight is tabulated in Tab. 2 and the ranks determined according to
the obtained weights have been depicted in Fig. 2. The results - according to the ranking are: Conﬁdentiality
(0.311652), Integrity (0.247132), Availability (0.246424), Human trust (0.092746), and trustworthiness
(0.102045). According to the weights and priority, conﬁdentiality of the user holds the highest priority
among these ﬁve characteristics. In actual scenario, there are numerous durable-security characteristics, in
this research, only ﬁve attributes of durable-security that affect security have been identiﬁed as well as
prioritized. For validation of the results, Hesitant Fuzzy AHP is used as another method.
0.35

0.311652

0.3
0.246424

0.25

0.247132

0.2
0.15
0.1

0.092746

0.102045

M4

M5

0.05
0
M1

M2

M3

Figure 2: Ranks of the attributes
6 Conclusion
The purpose of this research work is to prioritize durable-security attributes during development process.
For this purpose, the model security characteristics and durability characteristics produces outcomes which
are supportive for experts in providing the durable-security services of the web application. The different
security models are helpful for generating quantitative values including object-oriented and serviceoriented perspective but there is yet no such mechanism for measuring security-durability. The framework
suggested here will help to estimate the durable-security of web application services. In our study, the M1
has obtained the highest rank to give the durable security web application among others. By evaluating
the security of the web applications, the researchers can develop a more durable and secure web
application that offers human trust and trustworthiness web application for protection against the internal
and outsider attacks.
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Appendix A
Symbols

Deﬁnition

(OrWA)
A = min A(L)
A = max A(L)
A = lþ4mþu
6
W1, W2
~cji
CI, CR
g~i
~i
w
ηx

Ordered constraint n weighted averaging
Lower bound
Upper bound
Crisp number computation
First and second type of weights
Trapezoidal fuzzy number
Consistency index and ratio
Geo metric means
Fuzzy weights
Defuzziﬁcation trapezoidal fuzzy numbers

